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Information Maneuver

e An information maneuver is an action taken by the
sender to achieve a specific effect with respect to the
target.

e Sender — can be individual or group, may employ
secondary actors

 Action — which of BEND categories
e Target — can be an individual or group
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BEND Framework for Influence Campaigns

WHO
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¢ Influencers
* Bots
e Trolls
e Cyborgs

Did
What

¢ BEND maneuvers
e Shape content
e Shape groups
¢ Exploit data providers’ algorithms

To
Whom

e Group
e Individual

Impact
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e Echo-chamberness
* Polarization
e Hysteria
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B.E.N.D.
Community
(social network) Narrative
* Positive (knowledge network)
— Build e Positive
— Back - Enhance
— Boost - Explain
— Bridge B - Excite E
e Negative - Engage
— Nuke e Negative
— Neutralize - Dismiss
— Neglect N - Distort D
— Narrow - Dismay
) - Distract r—
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Information Maneuvers to Manipulate the Narrative

Engage discussion that brings up a . .o discussion about why the topic

related but relevant topic is not important
Explain discussion that provides Distort discussion that alters the main
details on the topic message of the topic
discussion that brings discussion about a topic that will
Excite Joy, happiness, cheer, Dismay bring worry, sadness, anger to
enthusiasm to group group

discussion that encourages
Enhance the group to continue with Distract
the topic

discussion about a totally
different topic and irrelevant
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Influence Operations and Memes Russian Meme
Tridet Juncture PR

The Defense Mmlstergaf Swede\n
Norway the Netherlands, and
Germany.

The:Defense Minister of Russia®

Impact \
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Enhanced Narrative Through Evolving Memes

The Defense Mmlsters of Swed?}w
Norway, the Netherlands, and
Germany.

The Defense Mlnlsteré‘of Swede\n
Norway, the Netherlands, and
Germany.
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discussion about why the
topic is important, adding
information

Russia Insider @Russialnsider - 8h
RUSSIA §, 1
[SH2Y 1srael's ‘Iron Dome’ Air Defence Is a Failure. Russia’s Systems Actually Work —

Here's Why russia-insider.com/en/i

Russian Insider

Israel’s ‘Iron Dome’ Air
Defence is a Failure. Russia’s
Systems Actually Work -

Here’s Why ...

Enhance Explain Dismay
I\

Q 7 15 &
.
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Enhance  Dismiss

discussion about why the
topic is not important,
belittling

Russia Insider @Russialnsider - Sep 2 »
v US Reveals Its Syria Strategy: ‘Create Quagmires Until We Get What We Want'
russia-insider.com/en/us-reveals-...
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Information Maneuvers to Manipulate the Community

actions that increase the

actions that limit the

to be growing

Back importance of the opinion Neutralize effectiveness of opinion leader
leader
actions that create a group actions that lead to a group
Build or the appearance of a Nuke being dismantled or appearing
group to be dismantled
actions that build a actions that lead to the group
Bridge connection between two or Narrow becoming sequestered from
more groups other groups
actions that grow the size of actions that reduce the size of
Boost the group or make it appear Neglect the group or make it appear to

be shrinking
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Build Nuke

Euromaidan Botnet .

Norwegion Sea

Hos
w0
coreness w Ee
co-mention
vertex size connates coreness folend Longon Nehetands g Polend -
directed mention (in-degree) b = “;‘ Sermany e k ey
Euromaidan Botnet edges in red 0 ° o 2 £ 1
Directed Mention Network Twitter Geo-Fence
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Build Nuke

Hazel Lai
Thank you
-
continue the figl

n 1 January 2020’5 Inc

Nupur J Sharma & @UnSubt Feb 28 v
We warned about the Hong Kong style conspiracy yet again. On 6th
January 2020.

your support for #HongKong

freedom. 1.03 million people t:
e pro-dem cy protests in

The Battle from CAA to JNU: Khilafat 2.0, Communist Fantasies, Petty Po
and the conspiracy of Hong Kong style protests

The Battle from CAA to JNU: Khilafat 2.0, Communist Fantasies, Petty Po...

2020 we swear 1o deledd our home

Independent Investigation " Refractioft of Reledse of ,
on Police Brutality fhe “Riot? Cldim. ;<= Arested Protesters
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Polarization Campaigns are Multi-Maneuver Events

Pro
NATO

“hOppy"

Anti-NATO I-EEE‘

an
I
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Pro
NATO
“happier”

Anti-
NATO
“angrier”
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Strategic Goal

Actions Maneuvers

Goals

Russia vis NATO

- Goal: Divide and
Conquer

Boost

Resent
by
Allies

Germany won't have

_'!L Dismay capability
I Nato costs too much
} Back

Germany will take partin 3
exercises

etanomics

Boost == Excite
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Resent
by
Russia

Sent
by
Allies

l

Back

Used CUES Memes Images Cyborgs
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Result
Protests in Germany
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Bot Campaigns & Structure Differ for Climate Change Deniers
and Believers

Orange - Bot Retweet
— Non Bot

Retweet

Grey — Non Bot Mention

Blue- Bot Mention

Deniers

- Larger
.+ Mention .~

: Clusiers',-..;; ;

Random Retweet
and smaller
mention clusters

Believers

Coordinated
retweets

Echo-Chamberlike * =+

| |peniers _______|Believers |
Echo-Chamberness 0.007 (2,170) 0.006 (15,640)
Super-spreader 0.48% 0.37% .
Super-friend 0.38% 0.28% LI

15 Il il S==——0—_
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Social Influence Bots Can Manipulate Topic-Groups using
sets of BEND maneuvers

1/28/2021

Firibi Benefactor

Syria Focused Extremist awg(_;vn
Topic Group Lttty
“Dense Community” “\ |/ o il
| App Sign Up,

todilats)

' Suspended

/

Active
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B.E.N.D. & Firibi Nome

Build - Firibi Nome bot @mentioned each other thus
creating a group

Back - Firibi Nome bots followed Imam increasing
his perceived level of influence

Bridge - This bridged a connection between the
Imam’s topic group and the Firibi Nome’s group
Dismay - Messages were sent about needs of
children of Syria

Back - Messages were sent directing people to
charity cite for children of Syria

Firibi Nome Used Bots CUES Images
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China-esnonecnred Actore in Twitter
__ Specific Storylines |

TOC Specific Storylines BEND Maneuvers
Era 1: Pre Nov ’'19

Target protestors of repressive HK law Back, Enhance, Neutralize, Dismay

Respond to violence with iron fist Enhance, Neutralize, Dismay

Target pro-democracy candidate Back, Excite
Love Hong Kong by supporting police Back, Enhance

Guo Wen Gui Linking GWG to Steve Bannon & rapists  Neutralize, Dismay
Linking GWG to far-right in Ukraine Enhance, Dismiss

Era 2: Post Nov ’19

Hong Kong Protests

Protestors like thugs against justice Enhance, Neutralize, Dismay
Support police to protect Hong Kong Back, Enhance, Neutralize, Dismay
Hong Kong Protests . - :
Hong Kong is part of China Excite
Ridiculing Hong Kong elections Enhance, Neutralize, Dismay
Calling GWG a fugitive Back, Explain, Enhance, Neutralize,
. Distort
(G 3 (ST Calling GWG and NY Times hypocrites Explain

-

Linking GWG to Steve Bannon Excite

: = N | I H
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Network clusters with the most bots involved excite and
dismay campaigns

e Excite campaigns had to do
with framing opposition
candidates as ideal leaders

Table 3. Top hashtags in topics with most bot activity.

Case study Topic Bot Hashtags
activity
Philippine dpposition 22.93% | OtsoDiretso, MarRoxas, RoxasTayo,
elections campaign (focused OposisyonKoalisyon, TheLeaderlWant
n Roxas)
1 H Jpposition 12.82% | HilbayForSenator, MarRoxas,
® DISI I Iay Ca I I I pa Ig ns treated icampaign (focused TeamPhilippines, OtsoDiretso,
_— n Hilbay) OposisyonKoalisyon
opposition as corrupt leaders e L L o i
ro-Duterte NeverAgainToLP, ImeeSolusyon,

NoToNeri, TeamDDS2019

wanting power

Indonesian Campaign for I1.11% | pilpres, pemiludamai, KPU, Pilpres2019,
elections caceful elections kampanye
Campaign for 6.60% | AkalSehatPilihPrabowoSandi,
opposition SumbarMemilihPrabowoSandi,
Subianto) 2019PrabowoPresidentR1
Campaign for 1.40% | OrangBaikDukungJokowi,
lincumbent OlIndonesiamaju, jokowilagi,
Widodo) 2019Tetaplokowi
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Twitter Interaction Network, Image Created in ORA - bots are
red, others green
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Co-hashtag network: ORA Image

Twitter JSON trje: day_crash cues bots
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Illustrative Communities from BEND report
Comm Agent E/I Echo Hashtag Total Tweet
unity Count Index Chamberness Count Reciprocity Specialty Concepts Size Count
- 'El | [ra]
1 73 0896 0 23 0 TR]Elf, Trident, Foto, Tramontana, J&8¥|Z& 318 292
2RE
2 53 0863 0 14 0 F16, Solas, Norwegen, RoyalNorwegianNavy, 203 136
HELGE
FortTrump, ICYM], nfiu, Today,
3 52 0.686 0.105 55 0.033 MpsiMoMsHATO 316 209
WW3, RussianAggression, US, Russia,
- e oL 2 ! TridentJuncture2018 s -
11 15 0.725 0 12 0 OilTanker, naval, Navy, USNavy, OTAN 83 56
12 11 0756 0 11 0 CMANOITA.LIA, Roby7979, ComingSoon, 50 28
NewScenario, FISE
14 9 0913 0 9 0 Valencia, ISTAR, influencer, defensa, OTAN 35 17
19 5 08 0 6 0 HELGE, Norwegian, Collision, Frigate, 26 15
Helgelngstad
26 4 0 0 4 0 es?rc1tazmne, Difesa, Russia, 16 8
TridentJuncture
L - Larnegie viellon University
Overall BEND Maneuvers
Number of Documents Per Bend Category
800
700 —
Number of Documents 309
100
o / ]—[ 1 —— — ’—] —_—
ot o & ,vx\?“w va\ o (,/(\‘?'\w: W s @po,"zk\ m“‘"‘ 0-5-““6‘:, 0"“““\ 0\*“‘». Ova\“‘d
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- User’s whose name is red are bots
What are Key Actors Doing?
D N Groups Being U T ted  Toi
ame Reached sers Targete opics
24thMEUMarine
10126672 USMC General Public s, NATO,
DeptofDefense
NATOpress,
83795099 NATO 22 OSCE, TridentJuncture, NATO
NATO_MARCOM
NATO,NATOpres TridentJuncture, NATO, Sweden, WeAreNATO,
2776026572 JFC_Naples 3 sShape NATO  Turkey
63224490  tkmeyer0524 5 JosephHDempse Helgelngstad, Norway, TridentJuncture,
= y, many others Norwegian, Frigate
NATOpress, TridentJuncture, NATO, Norway, svfm,
65617648  Stefan_Laurell 4 many others WeAreNATO
787082544 janusz walczak 11 NavyLookout, TridentJuncture, NATO, Helgelngstad, Norway,
T many others USNavy
1875729787 soba4nik_ru General Public golfone
2348341326 Romilda BVB _General Public -’ L

25

-
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Three Bots - each putting a spin on the accident

Tkmtkmeyer(0524

Enhance and
Narrow
Frequently
retweets

a1

— 1/28/2021

§ il
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Stefan_Laurell

Enhance and
Explain

Do i Entree Dpah Doe Dyse N

I o ooy Wanows

o

janusz_walczak

Enhance
Frequently tweets about snafus

cAso
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Largest Group focused on the Helgalnstad

Features

 Samir_Madani — verified actor — plays
a central role in orienting discussion

e Actors within the group are trying to
provide additional information
(enhance)

e All key individuals in conversation are
human

e Users backing these two — and so
increasing their position of power —
danielw_rosala

e Many messages from specialists such
as shipwreckology

N[ etanomics
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BEND Maneuvers

Number of Documents Per Bend Category
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are bots)

Bots are talking about the main topics (green are topics, red
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NATO Key Actors Frequently Interacting with Bots (green real,
red bot) on right retweets in pink and mentions in turquoise

Bots in center are frequently writing
in multiple languages so might be .

ON trje_day_crash bot: news bOtS
':- -: -‘:'...-:. :.:. ‘ .:."o- .-_.-. -'..-..,‘.:- .':- -,','_
s ale .t U1 NATOMARCOM el RN AL IBENATO MARCOM
5 -, ?-"N.‘,f_g‘_ q . . o." .-' .-.o ° -.- : :.- -\.' %o ® - d . '-
. NAT o :.'-NATQ.:G):’ S ',-: Ty
JFC_Naple ) NATOpress IO Naples Gs” = @ NATOprebs

: Gk o |
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Summary

e Information operations can be assessed using the BEND
framework

e BEND provides information on whether a message is
potentially altering community or altering narrative

e Complex information operations employ multiple BEND
maneuvers

 BEND maneuvers can be carried out by people, bots,
trolls or cyborgs

e BEND maneuvers can be conducted using memes,

~ images, or videos
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